\@

P
QXX
) X

WhiteStar HyperSpace

Quantum VPN Solution

Configuring Routing on Windows Server



Configuring a Windows Server for HyperSpace

Installing the Routing Software

On your Windows Server machine, launch the Windows Server Manager

Click on Dashboard in the left hand column
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Figure 1

Click on “Add Roles and Features” (#2) in Figure 1, the following Wizard is presented to
the user



& Add Roles and Features Wizard - O X

DESTINATION SERVER

Befo re yOU beg N WIN-S2BUMQAAC36

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selection .

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] skip this page by default
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Figure 2

Click “Next” to begin.

Click on “Role-based or feature-based installation” and then click “Next”.



[ Add Roles and Features Wizard - O X

DESTINATION SERVER

Select installation type WIN-S22UMAAC3S

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
efore You Be

machine, or on an offline virtual hard disk (VHD).
Installation Type

Server Selection (® Role-based or feature-based installation
T Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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Figure 3

On “Select destination server”, click “Select a server from the server pool” and select
the server you are currently running on in the list presented, then click “Next”.



& Add Roles and Features Wizard - O X

DESTINATION SERVER

Select destination server WIN-S2BUMOAAC36

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
Server Selection O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: I
Name IP Address Operating System

WIN-S2BUMQAAC36 10.0.24,192.16... Microsoft Windows Server 2022 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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Figure 4

On “Select server roles” select “Remote Access” from the list of Roles and click “Next”



[ Add Roles and Features Wizard

Select server roles

Before You Begin
Inszallation Type
Server Selection
Features

Remote Access

Role Services

Figure 5

On “Select Features” for that Role, take the default settings that are selected by Microsoft

and click “Next”.

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[C] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[C] Host Guardian Service
[] Hyper-v
[C] Network Policy and Access Services
- t Services

emote Access

- — cices

el

[] Volume Activation Services

[C] Web Server (11S)

[C] Windows Deployment Services
[C] Windows Server Update Services

= O X

DESTINATION SERVER
WIN-S2BUMQAAC36

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.
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& Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Remote Access

Role Services

Figure 6

Select one or more features to install on the selected server.

Features

| [m] .NET Framework 4.8 Features (2 of 7 installed)
I [[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[C] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[[] Group Policy Management

[] Host Guardian Hyper-V Support

[] 170 Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

b [] .NET Framework 3.5 Features o

[71 LPR Port Monitor v

= O

DESTINATION SERVER
WIN-S2BUMQAAC36

Description

Provides the services that are
needed to manage and invoke
predictive analytics capabilities that
analyze Windows System data.

X
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On “Remote Access” click “Next” to get to “Role Services”.



= Add Roles and Features Wizard — O X

DESTINATION SERVER

Remote Access ESTIVATON seRvER
Before You Begin Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
Installation Type console.

Server Selection : e o -
Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate

Server Roles network as DirectAccess clients. Connectivity is seamless and transparent, and is available any time
TR client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
=i ensuring that mobile computers are kept up-to-date with security updates and corporate compliance

Remote Access requirements,

Role Services
Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or

configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers.

Configure RRAS routing features using the Routing and Remote Access console.
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Figure 7

Click “Routing”. “Direct Access VPN (RAS)” will also get selected by the wizard and can’t
be de-selected. Click on “Next”.



[z, Add Roles and Features Wizard - O X

. DESTINATION SERVER
Select role services WIN-S28UMQAAC36
Before You Begin Select the role services to install for Remote Access
Installation Type Bgle ceryices Description
. | |
Server Selection DirectAccess and VPN (RAS) Routing provides support for NAT
arve ac outers, outers runnin 5
Server Roles [Routing R LAN R g BGP
] Web Application Proxy RIP, and multicast capable routers
Features (IGMP Proxy).

Remote Access
Web Server Role (11S)
Role Services

Confirmation
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Figure 8

A Wizard will pop up. Click on “Include Management Tools” and then click “Add
Features”
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Select role services

DESTINATION SERVER
WIN-S28UMQAAC36
Select the role services to install for Remote Access

X
. [ Add Roles and Features Wizard
Role services
ectAccess and VPN ( Add features that are required for DirectAccess and
= ?
Web Application Proxy VPN (RAS)?

You cannot install DirectAccess and VPN (RAS) unless the following
role services or features are also installed.

Group Policy Management

A
RAS Connection Manager Administration Kit (CMAK)
4 Remote Server Administration Tools

4 Role Administration Tools
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too!

[Tools] Remote Access module for Windows PowerS
4 \Web Server (lIS)
4 Management Tools

[Tools] IIS Management Console

IIS Management Scripts and Tools v
< >
Include management tools (if applicable)
| Add Features ‘ Cancel l
<P
Figure 9

On “Web Server Role” click “Next”.

T Local Server
i Al Servers

= Cc
#§ File and Storage Services b o

B Add Roles and Features Wizard

WELCOME TO SERVER MANAGER

- o x
W srver Role (1IS)

aven
QAHEIKSA
Web servers are computers that let you share information over the Intemet, or through intranets and
extranets. The Web Server role inchudes Int tion Services (i) 100 security,
diagnostic and administration, 3 uniied Web platform that integrates IS 10.0, ASP.NET, and Windows
Communication Foundation.

* The defaultinstallation for the Web Server (IS) role includes the installation of role services that

enable you to serve static content, make minoe customizations (such as defaut documents and HTTP
erors), monitor and log server actvity, and configure Stabc content compression.

Cancel

Figure 10

Keep the default Role Services and click “Next”.
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Figure 11

Click “Install”’. A “Starting installation” progress bar will appear at the top. Wait for it to
complete.

r-'ﬁ Add Roles and Features Wizard = O
- DESTINATION SERVER
Installatlon prog ress WIN-S2BUMGQAAC36

View installation progress

o Starting installation

Group Policy Management -
RAS Connection Manager Administration Kit (CMAK)
Remote Access
DirectAccess and VPN (RAS)
Routing
Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools

Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Install Cancel

Figure 12

After the progress bar completes, click “Close”.



Configure the Routing Software

From the Server Manager Dashboard, Go to the top menu bar and click “Tools” in the
upper right-hand corner to configure the router.
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Figure 13

Click “Routing and Remote Access”

5 Routing and Remote Access - O X
File Action View Help
ol Al

© Routing and Remote Access Routing and Remote Access
£ Server Status
> [ WIN-S2BUMQAAC36 (local)| |  welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private networks.

Use Routing and remote access to configure the following:
¢ A secure connection between two private networks.

® A Virtual Private Network (VPN) gateway.

* A Dial-up remote access server.

¢ Network address translation (NAT).

¢ LAN routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu, click Add Server.

< >

Done

Figure 14



In the left hand column, select the current server and then Right click on the Server Name
and select “Configure and Enable routing and Remote Access” from the drop down
menu.
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9 oS , on the Action menu, click Configure and Enable Routing and Remote Access.

All Tasks

Figure 15

Click “Next” on the first screen.

Select “Custom Configuration” and then click “Next”.
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o am XD 48 o)
H Routing and Remote Access SERVER (local)
&3 server Status e
£3) SERVER (local) Configure the Routing and Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the folowing combinations of services, of you can
customae this server.

@ Remote access (diakup or VPN)

Allow remote chents 1o connect 1o this server through either a diakup connection or a
secure vitual private network (VPN) Intemet connection.

€ Network address translation (NAT)

Allow intemal chents to connect to the Intemet using one public IP address.
€ Vitual private network (VPN) access and NAT

Allow remote chents to connect to this server through the Intemet and local cients to
connect to the Intemet using a single public IP address.
" Secure connection between two private networks

Connect this network 10 a remote network, such as a branch office.

C c configuration
combination of the features available in Routing and Remote Access.
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Figure 16

Select “LAN Routing” and click “Next”.
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To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.
Routing and Remote Access Server Setup Wizard
Custom Configuration

When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server
™ VPN access
™ Diakup access
I~ Demand-dial connections ( used for branch office routing )
™ NAT

m&nm
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Figure 17

Finally click “Finish”.
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g and Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.

Routing and Remote Access Server Setup Wizard (Not Responding)
Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Acoess Server Setup wizard

Summary of selectons
[LAN routing

After you close this wizard, configure the selected servioes in
the Routng and Remote Access console.

To close this wizard, click Finish,

< Back | Fnﬁ Cancel

Figure 18

If you see a warning message, click “OK” as this Server is not being configured to provide
VPN service, and this warning is not applicable.



Routing and Remote Access X

Remote Access Service is unable to enable Routing and

1 J J_}\ Remote Access for the probable reason like: unable to open
~ ports for Routing and Remote Access in Windows Firewall
— - service, In this case RAS may not accept vpn connections.
( User Action: Manually open the port of Routing and Remote

Access in the windows firewall,

FEMOIMdnce ‘ ‘ FEMOrmance

BPA results BPA results

Figure 19

When prompted, Click “Start service” to start the service.
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H Routing and Remote Access SERVER (local)

3 server Status
£ SERVER local) [ g the and Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.
Completing the Routing and Remote Access
Server Setup Wizard
You have successfully completed the Routing and Remote
Server Setup wizard.
Routing and Remote Access =
Start the service
The Routing and Remote Access service is ready 1o use.
Start service I Cancel
. - Irvices in
the Routing and_ Remate Access console.
To close this wzard, clck Finish.
<Back P Cancel
Figure 20

Routing is now installed and configured.



